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REZUMAT

Lucrarea este dedicata elaborarii instrumentelor utilizate la modelarea protocoalelor
criptografice pe baza retelelor Petri.

A fost realizata analiza retelelor Petri ca instrument de modelare si sa evaluat
adecvarea utilizarii lor pentru modelarea protocoalelor criptografice. S-a constatat ca reteaua
Petri ca model permite reflectarea adecvata a logicii protocolului, luand in considerare
parametrii legati de timp, identificand blocaje, demonstrand clar vulnerabilitatile si
reconstruind rapid toate optiunile posibile de executare a protocolului.

A fost elaborat un tip special de retea Petri, care corespunde specificului
protocoalelor criptografice. Sa propus o structurd de fisiere de configurare care permite
descrierea oricarei retele Petri de tipul respectiv si componentele sale individuale: pozitii,
tranzitii, arcuri si greutdti ale acestora, reguli de tranzitie, precum si marcarea initiald si
curenta a retelei. A fost dezvoltatd o metodd pentru introducerea comenzilor de protocol
criptografic 1n structura Petri net. A fost elaborat un program universal in Python 3.0 care
modeleaza functionarea oricarei retele Petri de tipul respectiv.

Ca exemplu, a fost creata o retea Petri, care modeleaza comportamentul renumitului
protocol Diffie-Hellman. Reteaua nu numai ca imitd functionarea protocolului, dar creeaza
si obiectele corespunzatoare intr-un mediu criptografic real. Rezultatul executarii sale sunt

aceleasi chei secrete pentru ambele parti implicate in protocol.



SUMMARY

The work is devoted to the development of cryptographic protocol modeling tools
based on Petri nets.

The analysis of Petri nets as a modeling tool is carried out and the appropriateness of
their use for modeling cryptographic protocols is evaluated. It was found that the Petri net as
a model allows adequately reflecting the protocol logic, taking into account time-related
parameters, identifying deadlocks, clearly demonstrating vulnerabilities, and quickly
reconstructing all possible protocol execution options.

A special type of Petri net was developed, corresponding to the specifics of
cryptographic protocols. A structure of configuration files was proposed, that allows describing
any Petri network of the type in question and its individual components: positions, transitions,
arcs and their weights, transition rules, as well as the initial and current marking of the network.
Also has been developed a method for introducing cryptographic protocol commands into the
Petri net structure. A universal program in Python 3.0 has been developed. It simulates the
operation of any Petri nets of the type in question.

As an example, a Petri net was created for simulating the behavior of the well-known
Diffie-Hellman protocol. The network not only imitates the operation of the protocol, but
also creates the corresponding objects in a real cryptographic environment. The result of its

execution are the same secret keys for both sides invol ved in the protocol.



PE3IOME

PabGoTta mnocesmena pa3paboTKe CpeACcTB MOJAEIUPOBAHUSA KPUNTOTpahUUECKUX
IIPOTOKOJIOB HAa OCHOBE cerel [lerpu.

[IpoBenen anamu3 cered lletpu kKak MHCTpyMEHTa MOJEIMPOBAHHUS U OILICHEHA
1es1Ieco00pa3HOCTh  UX  HUCMHOJBb30BAaHUSA ISl MOJENHMPOBAHUS  KPUMNTOrpapUuecKux
NPOTOKOJIOB. Y CTAaHOBIEHO, YTO ceTh [leTpu Kak Monenb MO3BOJISET aJeKBATHO OTPaXKaTh
JOTMKY IPOTOKOJIA, YYUTBIBaTh IapaMeTphl, CBA3aHHbIE CO BpPEMEHEM, BBISBIATH
TYIIUKOBBIE CHUTYyallMM, HATJIAAHO JIEMOHCTPUPOBATh YSA3BUMOCTH, a TaKK€ OIEpaTHUBHO
BOCCO3/1aBaTh BCE€ BO3MOKHbIE BAPHAHTHI UCIIOJIHEHUS IPOTOKOJIA.

Pazpaborana ceres IleTpu crenmanbHOrO THIIA, COOTBETCTBYIOMIAs —CIICLM(UKE
KpunTorpadguueckux npoTokoioB. IIpeanoxkeHa CTpykTypa KOH(QHUIYpalMOHHBIX (haiiiios,
MO3BOJISIIOIINX ONHUCHIBATH JIIOOYIO ceTh lleTpu paccMaTpuBaeMOro THUMA M €€ OTACIbHBIC
KOMITOHEHTBI: ITO3UIMH, TIEPEXO/IbI, IyT'H U UX Beca, paBHia MePeX0/I0B, a TAK)Ke HA4aIbHYIO
W TEKyI[yl0  MapKHpoBKYy ceTu. Pa3paboran  cmoco®  BHeIpeHHs ~ KOMaHI
KpUnTorpadguyeckoro mpoTokoja B cTpykTypy ceru Ilerpu. Pa3pabGorana yHuBepcaibHas
nporpaMmMa Ha s3bike Python 3.0, momemupytomas paboty moObix cereir [letpu
paccMaTpUBaEMOIo THIIA.

B kauectBe npumepa co3nana cetb Ilerpu, Moaenupyromias NIOBEEHUE U3BECTHOIO
npotokona dubdu-Xemnmmana. CeTb HE MPOCTO UMUTHUPYET PabOTy MPOTOKOJA, HO U
CO3/J]a€T COOTBETCTBYIOIIHNE OOBEKTHI B peabHON Kpunrorpapuueckoil cpene. PesynpraTom
€€ BBINIOJHEHUS SIBJISIIOTCS OJMHAKOBBIE CEKPETHBIE KIIFOYM Y 00€UX CTOPOH, Y4acTBYIOIIHUX

B IIPOTOKOIJIE.
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BBEAEHHUE

Kpunrorpapudyeckue  mpOTOKOJBI  COCTABISIOT ~ OCHOBY  HMH(OPMAIMOHHOMN
0e30macHOCTH  JIIOOBIX ~ COBPEMEHHbIX  KOMMYyHuKamuil. OHu  obOecrneuyuBaroT
ayTeHTU(UKAIIUIO CTOPOH, Nepeady CEKPETHOTO KI04a, LEIOCTHOCTh U JIOCTOBEPHOCTH
nepelaBaeMbIX COOOIIEHNH, HEOTPEKAEMOCTh, aHOHUMHOCTh, OJHOBPEMEHHOCTh U MHOTHE
JIpYTrHe COCTaBIsIoNIe HHOOPMAMOHHON 0€30MaCHOCTH.

Baxnelimue tpeboBaHUs K KpUNTOrpapuuecKoMy MPOTOKOIY — 3TO OTCYTCTBUE B
HEM TMOTEHIMATBHBIX YS3BUMOCTEH M BbICOKasg Kpumnrtorpaduyeckas cToukocTh. [louck u
BBISIBJICHUE TOTCHUHAJIBHBIX YSA3BUMOCTEH MPOTOKOJA SBISIETCS OYEHb  CIOXKHOM
npoOnemoi. M3BecTHBI ciydaw, KOT/a TMPOTOKOJIBI, HAXOJMBIIUECS MHOTO JIET B
JKCIUTyaTallMM M Ka3aBLIMECS HAJEkKHBIMH, OKa3bIBAJMCh B KOHLE KOHIIOB B3JIOMAHHBIMHU —
HaIpuMep, NpoToKoJa nepenaun kimoya Huaxema -Ilpénepa.

CymecTByloT ~ METOAbl  aHalM3a  NPOTOKOJIOB,  IO3BOJIIIOLIME  BBISBIATH
MOTEHIMAJIbHBIE YSI3BUMOCTH. K UX YHCITy OTHOCATCS 3BPUCTUYECKHE METOAbI (METO I mpoo
1 omuoO0K), popMmanbHbie MeTo bl (BAN-110THKA), METOIBI JOKA3aTEIhCTBA OE30MIACHOCTH U
npyrue. K coxaneHnunto, Hu 0JIMH U3 YKa3aHHBIX METOJIOB HE SIBJIIETCS YHUBEPCAJIbHBIM.

NmenHo nosToMy pa3paboTKa HOBBIX METOJIOB NIOKMCKA YA3BUMOCTEN MPOTOKOJIOB I10-
MpPEKHEMY  OCTaeTCs  aKkTyadbHOW  mpobiieMoi. OaHO U3  NEPCHEKTUBHBIX U
MaJIOUCCIIEIOBAHHBIX HAaNPABICHUM B 3TOW 00JACTH — 3TO UMHUTALMOHHOE MOJIECITUPOBAHUS
KpunTtorpagUyeckux MPOTOKOJIOB C LEJIbI0 TMOHCKAa YSI3BUMOCTEH C TOMOIIbIO TakK
Ha3bIBaeMbIX cereil [letpu.

[lenpto gaHHOW  paboThl  sBAsieTCS  pa3paboTka CPEeACTB  MMHMTAllMOHHOTO
MOJICTUPOBaHUsl KpUNTOrpadUIecKux MpOTOKOJIOB HA OCHOBE ceT lleTpu crnenuanbHOTO

THIIA.

JI1s TOCTHKEHUS TOCTABICHHON 1€ HE0OX0IUMO PEIIUTh CIICIYIONTUE 3a/1auH:
1. [IpoBectn anamu3 cereit IleTpu ¢ 1edAbIO OICHKM WX MOJCIHUPYIOIINX
BO3MOKHOCTEH U OMNpeaeicHUs MPEUMYIIECTB IMepe]] APYTMMH METOJaMH aHaIu3a

IIPOTOKOJIOB.



2. Pa3pabotars cetb [leTpu crienuanbHOro THIA, COOTBETCTBYIOIIYIO Criel(HKe
OOJIBIIMHCTBA KPUIITOTPA)UIECKUX MPOTOKOJIOB.

3. Pa3zpaboTarh cTpykTypy KOHPUTYpAITMOHHBIX (DaiiIOB, TO3BOJIIOIIUX
ONHMCHIBATH M00YIO0 ceTh [leTpu paccmaTprBaemMoro THia.

4. Pa3paboTarh cnoco0 BHeApEeHUsT KOMaH]l KpUNTOrpadUyecKkoro npoTokoja B
cTpykTypy cetu [leTpu, 4ToOBI 0OecnevynTh CBSI3b CPEJACTB MOJECIHUPOBAHUS C peaTbHOMN
pEeIMETHOMN 00J1aCThIO.

5. Pa3paborars yHuBepcaibHYI0 porpaMmy Ha sizbike Python 3.0, ciocobnyto
UCTIONIHATH M00Y10 ceThb [leTpu paccMaTpuBaeMoro Tuma.

6. J1s1 0THOTO M3 W3BECTHBIX KPUNTOTPapUUECKUX IPOTOKOJIOB IOCTPOUTH CETh
[leTpu, MOJEIUPYIOIIYIO €r0 BHIIIOJHEHUE.

7. Brmoanute MoienupoBaHye paboThl NPOTOKOJIA IPU PA3INYHBIX BHEIIHUX

YCIIOBHUAX, HAIIPUMEP, C pa3HBIM COCTABOM YYaCTHHUKOB.

TeopeTndeckyto OCHOBY AUIIOMHON pabOTHI COCTABIIIH:
(a) Kpunrorpadwus, pazgen “Kpunrorpadpudeckue npoTokos:”

(b) Teopus cereii [letpu

JInist pelieHns MOCTABIEHHBIX MPAKTUYECKUX 334 B IUIIJIOMHOM padoTe ObLIH
MCIOJIb30BAHBI CJIEIYIOIINE HHCTPYMEHTHI:
(a) A3bik mporpammupoBanus Python 3.0
(b) bubmmoreka kpunrorpaguueckux pyHkuuii OpenSSL

(c) Mexanu3m ucnoiusieMbix ¢ainos (file.bat) onepammonnoit cuctembr Windows.
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